Hacking som utbildning och tavling



Bakgrund

Biografi

Civilingejor, teknisk fysik, KTH
Sakerhetschef, KRY

CTF-lag: HackingForSoju

E-mail: calle.svensson@zeta-two.com
Twitter: @zetatwo
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Bakgrund

Agenda

1. Bakgrund

2. Kunskapsgapet

3. Traditionella metoder
4. Capture the Flag

5. Resurser
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Bakgrund .
Laguppstallningen

e Utvecklare
e Systemadministratorer
o Arkitekter
o UX-designers

« Sakerhetsspecialister
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Bakgrund
Problemet

e Manga utvecklare

« Fa sidkerhetsspecialister
» Granska allt => flaskhals
e Ho6j kunskapsnivan

5/13



Bakgrund .
KunsRapsbrist

e Mjukvaruutveckling != programmering
e Manga aspekter

e Funktion, UX, sdakerhet

 Spara pa specialister

« Riskhantering

Kunskapsgapet
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Bakgrund o ]
Utbildning ar svart

Kunskapsgapet S
e FOrelasningar
e Bocker
11 e "Arbetsli f het"
Traditionella . Arbetslivserfarenhe
Metoder
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Bakgrund S
Tavling &r Rul

Kunskapsgapet
o Capture the Flag, CTF
» Attack/Defense
i+i e Jeopardy
Traditionella opards
o Reverse engineering
MEtOder o Binary exploitation, "pwnable"
o Forensik
o Kryptografi
Cathfe the o Ovrigt: DSP, HW, etc.
e Spel ar kul
Flag o Lagarbete

e Online, offline
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Bakgrund o
Min sakerhetsresa

Kunskapsgapet | o
e Programmering sedan ~7 ar
e CTF forsta gadngen ~2013
i1 « HackingForSoju 2015
Tradltlone”a . 7(?—?30102 a\?I;é?(]elihetskunskaper
e Jobb
Metoder : Jobb
o Kompisar
(apture the
Flag
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Bakgrund -
(TF-tavlingar
KUﬂShapsgapet e CTFTime.org - samlingssida

e PicoCTF - Nyborjarvanligt

K e Google CTF - Beginner Quest
Trad|t|0ne”a o Gynvael Coldwind - YouTube
Metoder

(apture the
Flag

Resurser
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https://ctftime.org/
https://picoctf.com/
https://capturetheflag.withgoogle.com/#beginners/
https://www.youtube.com/watch?v=qDYwcIf0LZw

Bakgrund
Kunskapsgapet

Traditionella
Metoder

(apture the
Flag

Resurser

Wargames

e OWASP - Juice Shop

e OWASP - Security Shepherd
e OverTheWire.org
 pwnable.kr

« HackTheBox.eu
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https://www.owasp.org/index.php/OWASP_Juice_Shop_Project
https://www.owasp.org/index.php/OWASP_Security_Shepherd
https://overthewire.org/
http://pwnable.kr/
https://hackthebox.eu/

Bakgrund
Kunskapsgapet

Traditionella
Metoder

(apture the
Flag

Resurser

\lideomaterial

» LiveOverflow

e Murmus CTF

» Hacking with Zeta Two

» James Powell - Shall We Play a Game
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https://www.youtube.com/channel/UClcE-kVhqyiHCcjYwcpfj9w
https://www.youtube.com/channel/UCUB9vOGEUpw7IKJRoR4PK-A
https://www.youtube.com/user/ZetaTwo
https://www.youtube.com/watch?v=gdH30pDMqeE

Fragor?



