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● Testing
● Counter attacks



Software obfuscation
● Level

○ Source
○ Intermediate
○ Machine code

● Categories
○ Control flow flattening
○ Self-modifying code
○ Dead code
○ Packers
○ Droppers
○ Anti-debugging
○ VM



Compilers
● Transform language
● Human readable to machine
● Example: C to x86
● Example: Rust to ARM



LLVM
● Compiler framework
● L+A instead of L*A

○ L number of languages
○ A number of architectures

● Single target
● A lot of tools exist

○ Manticore
○ McSema



Writing an LLVM pass
● Simple
● “Constrained” to LLVM API
● Example: Quarkslab’s



Writing an obfuscating LLVM pass
● Simple
● “Constrained” to LLVM API
● Example: Quarkslab’s



Forking LLVM
● More complicated
● Full control
● Example: Obfuscator-LLVM

“The aim of this project is to 
provide an open-source fork of 
the LLVM compilation suite able 
to provide increased software 
security through code obfuscation 
and tamper-proofing.” 



Testing
● Write some unit tests
● Utilize an existing large project

○ Example: OpenSSL



Antidote?
● Static analysis

○ Build unpacker

● Symbolic execution
○ Generic
○ Specific

● Dynamic analysis
○ Tracing
○ Fuzzing
○ Manual



Sources
● Obfuscator-LLVM: https://github.com/obfuscator-llvm/obfuscator/wiki
● Quarkslab:

○ https://blog.quarkslab.com/turning-regular-code-into-atrocities-with-llvm.html
○ https://blog.quarkslab.com/deobfuscation-recovering-an-ollvm-protected-program.html

● https://yurichev.com/blog/llvm/
● https://github.com/0vercl0k/stuffz/blob/master/llvm-funz/kryptonite/llvm-functio

npass-kryptonite-obfuscater.cpp
● https://doar-e.github.io/blog/2013/09/16/breaking-kryptonites-obfuscation-with

-symbolic-execution/
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Thanks for listening
Questions?

Email: calle.svensson@zeta-two.com


